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ABSTRACT: The internet of things (IoT) revolution has been sparked by the exponential increase in connected 

devices caused by recent advances in wireless technology. These embedded devices gather, analyze, and send vast data 

via the network. Data transmission security is a primary problem in IoT networks. Several lightweight 

encryption/decryption algorithms have been developed for such resource-constraint devices. One of most effective and 

fast lightweight encryption algorithms for IoT applications is the Tiny Encryption Algorithm (TEA). TEA has few lines 

source of codes to implement and based on Feistel structure to provide cryptographic primitive confusion and diffusion 

features in order to hide statistical aspects of plaintext. However, it is vulnerable to assaults using equivalent and 

related key attacks. This study suggested modifying TEA by employing a new proposed generating keys function using 

two Linear Feedback Shift Registers (LFSRs) as a combination to address the security flaw caused by utilizing 

different keys for each round function. The key sensitivity, Avalanche effect, and a completeness test were used to 

evaluate its security performance. The key sensitivity of the proposed modified TEA outperforms original TEA by 

50.18 % to 44.88 %. The modified TEA avalanche effect outperforms TEA by 52.57 % to 47.69 %, and its 

completeness test outperforms TEA by 51.75 % to 48.36 %. Experimental results indicates that, the encryption 

performance of proposed modified TEA is better than original TEA. 

KEYWORDS: IoT, data, security, cryptography, light weight, alogarithms, devices, TEA, LFSRs, avalanche, 

encryption 

I. INTRODUCTION 

IoT is becoming more common and popular due to its wide range of applications in various domains. They collect data 

from the real environment and transfer it over the networks. There are many challenges while deploying IoT in a real-

world, varying from tiny sensors to servers. Security is considered as the number one challenge in IoT deployments, as 

most of the IoT devices are physically accessible in the real world and many of them are limited in resources (such as 

energy, memory, processing power and even physical space). In this paper, we are focusing on these resource-

constrained IoT devices
1
 (such as RFID tags, sensors, smart cards, etc.) as securing them in such circumstances is a 

challenging task. The communication from such devices can be secured by a mean of lightweight cryptography, a 

lighter version of cryptography. More than fifty lightweight cryptography (plain encryption) algorithms are available in 

the market with a focus on a specific application(s), and another 57 algorithms have been submitted by the researchers 

to the NIST competition recently.
2
 To provide a holistic view of the area,  we have compared the existing algorithms in 

terms of implementation cost, hardware and software performances and attack resistance properties. Also, we have 

discussed the demand and a direction for new research in the area of lightweight cryptography to optimize balance 

amongst cost, performance and security. The footprint of the lightweight cryptographic primitives is smaller than the 

conventional cryptographic ones. The lightweight cryptographic primitives would open possibilities of more network 

connections with lower resource devices. 

A comparison of the lightweight properties with the conventional cryptographic primitives . The comparison in 

Appendix focuses on hardware properties. Some end-nodes might be able to embed general-purpose microprocessors 

and software properties are considered important in such platforms. However, lowest cost devices can embed only 
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application-specific ICs due to limited cost and power consumption, where hardware properties are crucially important. 

Privacy should be an overall priority in smart cities. As it is a new concept for modern societies, privacy is a paramount 

element to establish smart cities in public opinion. The new technologies should be able to provide confidence to the 

users, who subsequently will adopt the services offered to them .
3 

Key management will have a prominent role in securing privacy during the authentication process. Especially in 

the IoT era, lightweight cryptography schemes are necessary to reduce latency and resources. Recently, various 

lightweight cryptographic primitives have been introduced to substitute the conventional algorithms such as block 

ciphers, hash functions, and stream ciphers. The proliferation of the connected devices drives the urgency for more 

flexible solutions in the authentication of users. The performance advantages of lightweight ciphers provide smaller 

block and key sizes, as well as simpler key schedules.Such schemes can be applied in various aspects of the IoT, apart 

from machine to machine authentication. Wireless networks could make use of the technology as energy consumption, 

overhead control, and reduced packet loss rate are key factors for performance enhancement .
4 

Different types of cryptographic solutions are available to protect our important data, but unfortunately, not all of them 

are suitable for resource-constrained environments like IoT devices. 

Both commercial and industrial IoT devices are vulnerable to IoT specific attacks .If we continue to utilize the existing 

IoT device design flow where security is addressed as an afterthought, we will face many more security disasters in the 

near future. Lightweight cryptographic solutions are being researched with the goal of creating a strong cryptographic 

solution for constrained IoT devices. 

Lightweight Cryptography. The perceptual layer, network layer, and application layer require data encryption to 

securely protect the data generated and transferred by the layers. Among these three layers, the perceptual layer has all 

the constrained components, which demands a lightweight cryptographic system. There are two criteria used to 

determine the lightweight of a cryptographic algorithm .
5
 The first criterion is the software weight of the cipher: this is 

determined by the cipher's time and memory complexities. Time complexity is the time it takes the cipher to turn 

plaintext into ciphertext and memory complexity is the amount of memory needed to carry out the task of creating the 

cipher. The second criterion is the hardware weight of the cipher: this is determined by the cipher's area and power 

consumption. The area of the cipher is represented by the number of gate equivalencies (GE) used to implement the 

cipher and power consumption is the power used during the cipher's execution. GE is determined by dividing the area 

(in micrometer squared: μm2
) by the area of a two-input NAND gate. The algorithm needs to meet the lightweight 

standards whilst having a similar performance for security attacks and security standards when compared to 

conventional algorithms. The current cryptographic primitives can be divided into two categories: asymmetric key 

cryptography and symmetric key cryptography.
6 

Asymmetric Key Cryptography. Few lightweight cryptography researchers have been working on 

asymmetric cryptographic algorithms, but unfortunately the results are not yet steady and fruitful like symmetric 

cryptographic algorithms. Lightweight asymmetric cryptographic algorithms are complex in terms of operation, as a 

result these are often not area or power efficient. With the advancement of attack models, these algorithms are 

becoming vulnerable .Asymmetric algorithms are typically based on trapdoor functions like, prime and semiprime 

factorization, and the Euler's totient function . Asymmetric algorithms can be divided into encryption algorithms and 

key distribution algorithms. A prime example of an asymmetric encryption algorithm is Rivest-Shamir-Adleman 

(RSA). Elliptical Curve Cryptography (ECC), and Diffie-Hellman are representative examples of asymmetric key 

distribution algorithms. ECC, and Digital Signature Algorithm (DSA) work in the framework of public key 

cryptosystems to generate a digital signature.
7 

 

II. DISCUSSION 

 

A team of security experts at the National Institute of Standards and Technology has decided to standardize Ascon, a 

group of cryptographic algorithms designed to protect information generated by Internet of Things devices.NIST said 

Tuesday Ascon will provide lightweight cryptography for miniature technologies used in health care, infrastructure, 

transportation and other key industries that require protection from potential cyberthreats.“Small devices have limited 
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resources, and they need security that has a compact implementation. These algorithms should cover most devices that 

have these sorts of resource constraints,” said Kerry McKay, a computer scientist at NIST.
8 

Ascon was determined as the most efficient set of lightweight algorithms for small devices after the NIST Lightweight 

Cryptography Team concluded a selection and evaluation process that started in 2018. Ten finalists were selected from 

57 algorithm candidates through a multi-round public review process.Ascon was developed by a cryptography team 

from Graz University of Technology, Infineon Technologies, Lamarr Security Research and Radboud University.The 

algorithms will support authenticated encryption with associated data and hashing to ensure the security of small 

platforms.
9
The generalization of connected objects raises security and privacy issues. Lightweight cryptography aims to 

deal with these issues by building algorithms that are optimized for these devices of limited resources, without 

compromising on their level of protection.In 2016, researchers from the Weizmann Institute of Science in Tel-Aviv, 

Israel, managed to take control of some Philips smart bulbs and demonstrate the catastrophic consequences of such a 

hack. They describe a chain reaction implicating devices connected to the ZigBee network having reached a critical mass 

in a city such as Paris; an attack that starts with one lightbulb, then spreads throughout the city in a few minutes, making 

it possible to turn all the city lights on or off, or to exploit them to launch a massive distributed denial-of-service (DDoS) 

attack… 10“We cannot afford to have connected objects, no matter how trivial they are, that are not secure”, states Léo 

Perrin, a research fellow in symmetric cryptography within the COSMIQ team at Inria (the French National Institute for 

Research in Digital Science and Technology), and co-author of several lightweight cryptography algorithms. This field 

of research is committed to building low-cost cryptographic systems that are optimized (in particular) for the small 

devices of the Internet of Things (IoT).
11 

It raises the double issue of privacy and security. Firstly, a connected object collects personal data that can be sent to the 

manufacturer’s servers. This can, by design, infringe on personal privacy. Secondly, even if the object has been designed 

to protect confidentiality, the data are still collected and stored. They flow through an internal network, within a house 

for example, where various objects can communicate together. These objects must be secure in order to avoid being 

hacked and the data getting out in the open. This is not immediately striking when thinking of a connected hairbrush, but 

securing these types of devices is crucial because they can become gateways into the network to which they are 

connected and be used to carry out more elaborate attacks, as demonstrated by the Israeli research team. Current 

cryptographic standards were written for computers. The algorithms are optimized for the resources available on a PC, or 

even a smartphone. But connected objects have limited resources, energy and power in particular, and the 

implementation of traditional algorithms can hinder their performance, meaning their production and running costs, 

because it requires additional resources and electricity consumption.However, performance constraints are essential in 

cryptography; it is not enough to build algorithms that secure communications, it is also necessary to ensure they are 

used in practice, and therefore reduce their costs as much as possible. For an RFID tag, for example, this means reducing 

the cost of the electronic circuit by reducing the number of logic gates. For a microcontroller, it will mean a reduction in 

the number of instructions needed for an encryption or authentication operation.
12 

But a microcontroller is different from a processor in a computer. Many operations that seem obvious (including 

essential operations in cryptography) are not present, or they cost more on a microcontroller. Therefore, not only are the 

performance constraints stronger on Internet of Things devices, but also, the actual operation costs model is different.In 

addition, these objects are more likely to be subjected to physical attacks. 
13

To hack a badge equipped with an RFID 

chip, the attacker may attempt to read the cryptographic key directly in the electronic circuit or, for example, analyze the 

variations in power consumption. This is what is called a “side channel attack”. Ideally, lightweight cryptography will 

aim to develop algorithms that are less vulnerable to this kind of attack, or at least, that enable more secure physical 

implementation. This is one of the great difficulties of this field (including for NIST): cryptography constantly seeks 

“lightness”, that is to say providing maximum security for minimum cost. During my thesis, I suggested to define 

lightweight cryptography as a cryptography that is explicitly dedicated to particular niches. For me, what ultimately 

defines it is the lightness of the platforms on which it must be implemented. For example, an RFID tag has a “lighter” 
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computing power. What’s more, lightweight cryptography allows compromises that could not be allowed in “normal” 

cryptography. One can, for example, consider that attackers have access to less encrypted data (a quantity crucial to their 

attack) when they target an RFID tag rather than a PC because it can encrypt much less text in a given time
14

. 

Lightweight cryptography does not offer a lower level of security, but it takes these limits into account when building the 

algorithms. For this to be possible, I am convinced that we must concentrate on certain niches and develop specialized 

algorithms that can meet the specific constraints of these niches. The idea behind this notion of niches it to say that it is 

not possible to have a single algorithm that is excellent everywhere. Yet, that is what is being researched in lightweight 

cryptography, to lower the barriers to the adoption of encryption in constrained devices. I therefore think it is necessary 

to identify use cases where we cannot use AES for performance reasons and build efficient algorithms in these cases, 

which implies having several. The exact specification of these niches has not yet been decided, but RFID tags and 

microcontrollers each represent one.
15 

III. RESULTS 

NIST “officially” launched a reflection process on the standardization of lightweight cryptographic algorithms in 2015 

and attempted to obtain profiles (a description of the different niches) from industry. This did not work out, industrials 

were reluctant to share encrypted data (relating to their product’s needs in terms of electricity consumption or the 

expected level of security, for example) for trade secrecy reasons. NIST then initiated a standardization process in 2018, 

with a call for submissions including two specifications corresponding to two profiles: material platforms (electronic 

circuits such as RFID tags) and microcontroller type software platforms. They received over fifty submissions. 
16

Today 

there are only ten candidates left, these include both generalist algorithms (Ascon, for example) and specialist algorithms 

(like Grain-128AEAD). Sparkle, the algorithm I co-wrote and that is based on another algorithm, SPARX, conceived 

during my thesis in Luxembourg, is optimized for microcontrollers, meaning the operations used are ones that 

microcontrollers can perform very well.The choice between a generalist algorithm and specialist algorithms is a very 

difficult one as both approaches have good arguments. The risk, in opting for a single algorithm, would be that of having 

a second AES, that is to say an algorithm that is good all round (sometimes even very good) but that will not be excellent 

in the most constrained cases. The final decision will be given by NIST at the end of the year. Large volumes of 

sensitive data are being transferred among devices as the Internet of Things (IoT) grows in popularity. As a result, 

security measures must be implemented to ensure that unauthorized parties do not obtain access to the data. It is well 

acknowledged that IoT devices have restricted resources, such as limited battery life, memory, and hence reaction time. 

Classical encryption approaches and methods become inefficient for IoT devices due to memory limits. Large volumes 

of sensitive data are being transferred between devices as the Internet of Things (IoT) grows in popularity. 
17

This 

involves the implementation of security safeguards to ensure that unauthorized parties do not obtain access to the data. 

IoT devices are notorious for having limited resources, such as battery life, memory, and hence response time. Classical 

encryption approaches and methods become inefficient for IoT devices due to memory limits. As a result, a 

Lightweight cryptosystem that fits the needs of Lightweight devices and ubiquitous computing systems has emerged. 

The goal of this study is to present a Lightweight cryptosystem (LWC) that may be used as a plugin to secure data 

transfers in IoT devices and pervasive computing. To that goal, the researchers employ several simple measuring 

techniques. The suggested system was then implemented on a field-programmable gate array (FPGA) board using the 

Verilog programming language to demonstrate its appropriateness for actual security applications. FPGA is also 

utilized in hardware applications to assess the system’s resource usage and performance. Finally, a comparison of the 

proposed system with previous lightweight cryptography systems is performed to reinforce the major goal of this work, 

which is to present a new lightweight cryptosystem. With the incredible growth of technology over the previous 

century, computers, machines, and gadgets have been able to perform some functions without the need for human 

participation.
18

 IoT refers to these devices linked as a network of equipment, gadgets, and computers that may 

communicate with one another. IoT also enables data transport and sharing via a network without the need for direct 

human engagement. IoT may be utilized in a variety of sectors in our daily lives, including healthcare and industry. The 

relevance of IoT is growing fast, and it is managing many aspects of our lives; thus, it is critical to preserve and secure 

the information and data utilized in IoT.
19 
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To preserve and protect sensitive material, one must encrypt it. Encrypting data increases security by prohibiting 

unauthorized parties from accessing or modifying it (integrity constraints). Encryption is a method of hiding original 

data by using a specific key; this process turns the original data into another shape that hides the original data’s essence. 

In this process, the original data is referred to as plaintext, while the encrypted data is referred to as ciphertext. The 

encryption process should be reversible, allowing the plaintext to be recovered from the ciphertext with the help of a 

key. 
20

If the same key is used for encryption and decryption, the encryption is symmetric. If, on the other hand, the key 

used in decryption is different from the key used in encryption, the encryption is asymmetric. In asymmetric 

encryption, one key is private while the other is made public. The public key of the receiver is used for encryption, 

whereas the private key of the receiver is utilized for decryption.Internet of Things (IoT) devices include wearable 

devices, monitors, sensors, and any other computer-capable item. These gadgets often feature a small memory capacity, 

a short battery life, and a quick response time . Because of the resource restrictions of IoT devices, they necessitate a 

specialized encryption algorithm that saves energy usage, accounts for limited accessible memory, and maintains a 

quicker response time. 
21

Lightweight cryptosystems are the name given to these specific cryptosystems.The suggested 

system extends the previous stream cipher chaos-based encryption method created by Abutaha et al. This chaos-based 

encryption technique is extended to create a LWC. This chaos-based encryption technique is extended to create a LWC. 

This chaos-based encryption method is expanded to produce a LWC. This study’s key contribution is the development 

of a LWC system that may be employed in embedded systems, IoT devices, or any other device with limited 

resources.
22 

In our new work we present an effective LWC with software and hardware implementation on a field-programmable 

gate array (FPGA) board using the Verilog programming language to show its suitability for practical security 

applications. In addition, FPGA is used in hardware applications to evaluate the system’s resource utilization and 

performance. In addition, in our new work, we apply the RAPL and POWERTOP to calculate power usage. In addition, 

we included memory consumption, resource performance, and utilization in our comprehensive research.The 

“Background and literature review” section explains the key principles and reviews past work on this topic. 

Measurement instruments for power and memory are mentioned in the “Design and methodology” section. The 

“Software and hardware implementation” section describes the system’s software and hardware implementation. Under 

the meanwhile, the findings are displayed in the “Results” section. 
23 

IV. CONCLUSIONS 

 

 To safeguard the original data (plaintext), the ciphertext does not reveal anything about it. As a result, only the sender 

and recipient have access to the original data. Cryptography is the study of encryption and decryption8. To maintain 

data security, most apps, computers, and devices (through IoT) employ encryption in their communication. The data is 

encrypted using a secret key to create the ciphertext, which is then sent to the recipient. The key is known to the 

recipient, who uses it to decrypt the ciphertext and obtain the original data. If the key used to encrypt and decode the 

data is the same, the encryption is symmetric, however in asymmetric encryption, we can encrypt the entire data set at 

once, which is known as stream cipher. Otherwise, we can partition the data into blocks, encrypt each one, and then 

transmit them as blocks to be decrypted. Block cipher is the process of dividing data into blocks to be encrypted.
22 

As previously stated, block cipher encryption is a symmetric encryption that encrypts n-bits of data at a time to 

generate n-bits of ciphertext; each n-bit is referred to as a block. If the data size is greater than n bits, it can be 

partitioned into blocks that generate a block of ciphertext for each block of data. After partitioning the entire data into 

blocks based on block size, if some remaining bits do not match the block size, padding techniques are used to finish 

the block so that the remaining bits may be encrypted as a block. 64 bit, 128 bit, and 256 bit are the most frequent block 

sizes. There are numerous block cipher algorithms available, including Digital Encryption Standard (DES), Triple DES, 

Advanced Encryption Standard (AES), and others. Stream cipher is another sort of Symmetric encryption in which we 
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encrypt 1 bit or byte of plaintext at a time. There are several stream cipher algorithms, such as RC4
 
, salsa20

 
and 

Rabbit. The stream cipher generates a series of random integers using mathematical algorithms. This sequence is the 

produced key value. The numbers in the series almost have the qualities of random numbers, making them difficult to 

predict. The pseudorandom generator must be unexpected, which implies there should be no effective technique that 

can predict the next key from the preceding one with a probability greater than 0.5.The machine-to-machine (M2M) 

concept was created in the late 1970s to explain wired or wireless communication between devices. This notion was 

then used to a variety of applications, including data collection via sensors. With the growth of the internet in the 

2000s, the M2M idea brought the “IoT,” which stands for “Internet of Things.” In this environment, “Things,” which 

may be apps, machines, sensors, cars, and so on, can communicate with one another without the need for user 

intervention, and they can freely transmit data17. It’s a given that “Things” use a computer to communicate with one 

another. This idea gave rise to the phrase “ubiquitous computing”.
24 

Ubiquitous computing indicates that computers are everywhere, and they may be any device, in any place, and in any 

format at any time. Pervasive computing, wearable computing, and tangible computers are examples of ubiquitous 

computing. 
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